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Abstract:

Persistent fault analysis (PFA) was proposed at CHES 2018 as a novel fault
analysis technique. It was shown to completely defeat standard
redundancy based countermeasure against fault analysis. The original
PFA was demonstrated with rowhammer-based fault injections. However
whether such an analysis can be applied to traditional microcontrollers,
together with its attack difficulty in practice, has not been investigated. In
this talk, for the first time, a persistent fault attack is conducted on an
unprotected AES algorithm implemented on ATmegal63L
microcontroller. Several critical challenges are coped with our new
improvements. This talk will introduce the PFA at both theoretical and
practical levels.
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