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Abstract: 
 
Multi-robot systems are becoming more pervasive all around us, in the form of 
fleets of autonomous vehicles, future delivery drones, and robotic teammates for 
search and rescue.  As a result, it becomes increasingly critical to question the 
robustness of their coordination algorithms to reliable information exchange, 
security threats and/or corrupted data. This talk will focus on the role of controlled 
mobility and information exchange for enhancing situational awareness and 
security of these systems. Specifically, we will discuss our work in using robot 
mobility to realize reliable and adaptive information exchange that supports 
coordination objectives, the role of communication for quantifying trust in several 
important multi-robot algorithms, and the use of information exchange to divulge 
new information about the environment.  We will study the vulnerabilities of 
important multi-robot algorithms such as consensus and coverage to malicious or 
erroneous data and we demonstrate the potential of communication to thwart 
certain attacks, for example the Sybil Attack, on these algorithms. We will present 
both a theoretical framework, and experimental results, for provably securing 
multi-robot distributed algorithms through careful use of communication.  Lastly, 
we will present promising results on new communication-centric methods for 
outlier rejection and active rendezvous in distributed mapping tasks. 
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