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My research lies at the intersection of integrated circuits and hardware security, with a focus on secure and energy-
efficient machine-learning accelerators. | investigate how algorithm mapping, microarchitectural choices, and silicon im-
plementation shape efficiency, robustness, and the hardware attack surface, with particular emphasis on vulnerabilities
arising from design decisions. My goal is to develop secure-by-design ML systems through algorithm-architecture-circuit
co-design, treating security and privacy as first-class constraints alongside accuracy, energy, and reliability.

Integrated Circuits, Machine Learning Hardware, and Hardware Security.

Academic Appointments

Postdoctoral Researcher, Northeastern University, Electrical and Computer Engineering
Advisor: Professor Yunsi Fei

Education

PhD, Electrical and Computer Engineering, University of lllinois at Urbana-Champaign, GPA: 3.88/4.0
Thesis: Energy-efficient Resistive In-memory Computing Architectures

Advisor: Professor Naresh R. Shanbhag

Commiittee: Pavan K. Hanumolu, Saugata Ghose, and Jae-sun Seo

Bachelor and Masters of Technology, Electronics and Electrical Communication Engineering
Indian Institute of Technology Kharagpur, GPA: 9.26/10.

Publications

SLAC: Access-Driven CPU-to-GPU Side-channel Attacks via System-Level Cache on Apple Silicon, ACM SIGSAC Conference
on Computer and Communications Security (CCS), 2026, to appear
Tianhong XuT, Saion K. Roy, Ruyi Ding, A. Adam Ding, and Yunsi Fei.

ROBBIN: Rowhammer-Based Backdoor Injection during Inference, IEEE/ACM International Conference on Computer-Aided
Design (ICCAD), 2026, to appear
Saion K. Roy',Yufei Wang'T,A. Adam Ding, and Yunsi Fei.

Comprehending the Energy-Accuracy-Security Trade-offs in Embedded Non-Volatile In-Memory Computing Architectures,
IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems (TCAD), 2026
Saion K. Roy and Naresh R. Shanbhag.

Attack from Shadows: Unsupervised Side-channel Transfer Learning across Devices and Modalities, 21st ACM Asia Confer-
ence on Computer and Communications Security (AsiaCCS), 2026
Saion K. Roy, Ziyue Zhang, A. Adam Ding, and Yunsi Fei.

The Energy-Accuracy-Security Trade-off in Resistive In-memory Architectures, IEEE International Electron Devices Meeting
(IEDM), 2024
Saion K. Roy and Naresh R. Shanbhag.

On the Security Vulnerabilities of MRAM-based In-Memory Computing Architectures against Model Extraction Attacks,
IEEE/ACM International Conference on Computer-Aided Design (ICCAD), 2024
Saion K. Roy and Naresh R. Shanbhag.

Compute SNDR-boosted 22nm MRAM-based In-memory Computing Macro using Statistical Error Compensation, |EEE
Journal of Solid-State Circuits (JSSC), 2024

Saion K. Roy, Han-Mo ou, Mostafa G. Ahmed, Peter Deaville, Bonan Zhang, Naveen Verma, Pavan K. Hanumolu, and Naresh R.
Shanbhag.
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Energy-Accuracy Trade-offs for Resistive In-Memory Computing Architectures, IEEE Journal on Exploratory Solid-State
Computational Devices and Circuits (JxCDC), 2024
Saion K. Roy and Naresh R. Shanbhag.

Compute SNR-boosted 22nm MRAM-based In-memory Computing Macro using Statistical Error Compensation, IEEE Euro-
pean Solid-State Circuits Conference (ESSCIRC), 2023

Saion K. Roy, Han-Mo ou, Mostafa G. Ahmed, Peter Deaville, Bonan Zhang, Naveen Verma, Pavan K. Hanumolu, and Naresh R.
Shanbhag.

Benchmarking In-memory Computing Architectures, IEEE Open Journal of the Solid-State Circuits Society (0J-SSCS), 2022
Naresh R. Shanbhag and Saion K. Roy.

Comprehending In-memory Computing Trends via Proper Benchmarking, IEEE Custom Integrated Circuits Conference
(CICC), 2022
Naresh R. Shanbhag and Saion K. Roy.

Fundamental Limits on the Computational Accuracy of Resistive Crossbar-based In-memory Architectures, IEEE Interna-
tional Symposium on Circuits and Systems (ISCAS), 2022 ‘¥ Student Participation Grant Winner
Saion K. Roy, Ameya D. Patil, and Naresh R. Shanbhag.

) Equal contribution. T Mentee.

Invited Talks

Energy-Accuracy-Security Trade-offs in Resistive In-Memory Computing Architectures
New England Hardware Security Day, MIT, Boston, Massachusetts, USA (2025).

SRC JUMP 2.0 Center for the Co-Design of Cognitive Systems Annual Review, Georgia Tech, Atlanta, Georgia, USA (2025).
RAAINS Workshop at MIT Lincoln Laboratory (MITLL), Boston, Massachusetts, USA (2025).
Energy-Accuracy Trade-offs for Resistive In-Memory Computing Architectures

JxCDC SSCS Open Journal Webinar, online (2025).

IIT Madras, Chennai, India (2024).

Center for the Co-Design of Cognitive Systems, online (2024).

Security Vulnerabilities of eNVM-based In-Memory Architectures

Center for the Co-Design of Cognitive Systems, online (2024).

Compute SNDR-boosted 22nm MRAM IMC using Statistical Error Compensation
Center for the Co-Design of Cognitive Systems, online (2024).

GPLeak: Software Power Side Channel Leakage in GPUs ‘W Oral Presentation Award
CSL Student Conference, Security and Privacy Session, UIUC, Urbana, lllinois, USA (2024).

Fundamental Limits on the Compute SNR of Resistive In-Memory Architectures ¥ Best Speaker Award
CSL Student Conference, Circuits and Systems Session, UIUC, Urbana, lllinois, USA (2023).

Research Experience

Platform-Triggered Backdoors on Diffusion Transformer Accelerators (under submission)

o Introduced PLANT, a platform-triggered backdoor that uses GPU execution behavior to activate attacker-chosen
malicious image generation without an input trigger.

o Integrated the platform probe and backdoored DiT into a deployable ONNX graph and demonstrated the attack
across CIFAR-10 and ImageNet models.

o Developed PONDD, a low-overhead compiler-GPU architectural defense that enforces deterministic numerical
reductions and neutralizes the measured platform-dependent trigger.

Inference-time Backdoor Attacks via Memory Faults

o Investigated ML model integrity, showing that Rowhammer-based backdoor attacks become unreliable when they
ignore device-specific bit-flip locations and collateral flips.

o Developed ROBBIN, which profiles the target DRAM and iteratively selects model-weight page mappings to maximize
attack success while preserving accuracy under the complete physical bit-flip pattern.

o Evaluated ResNet-20 and VGG-16 on CIFAR-10 across three commodity DDR4 chips in FP32 and INT8, consistently
achieving close to 90% attack success with test accuracy above 83%.

o Reused the same vulnerability profiles defensively to guide safe model placement, connecting hardware-aware
attack construction with practical mitigation.
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SLAC: Access-Driven CPU-to-GPU Side-channel Attacks via System-Level Cache on Apple Silicon

o Introduced SLAC, the first fine-grained, access-driven Prime+Probe-style CPU-to-GPU cache side channel on Apple
Silicon, enabling an unprivileged CPU process to observe GPU memory accesses at SLC set granularity.

o Reverse-engineered the Apple M1 SLC set-indexing functions and CPU/GPU private-cache interactions, then developed
CPrime+CProbe for CPU-only priming and probing and GPrime+CProbe for GPU priming with CPU probing.

o Demonstrated a graph-edge reconstruction attack on GNN workloads, recovering over 90% of edges.

o Developed LLM privacy attacks that recovered input keywords with up to 94.8% accuracy and model responses with
up to 88.9% accuracy across TinyLlama and GPT-2 Medium.

Temperature Sensor-based On-chip Trojan Detection (under review)

o Applied physical-signal analysis defensively, demonstrating the first experimental hardware-Trojan detector based
on on-chip differential temperature sensors in a fabricated 65-nm CMOS mixed-signal ASIC.

o Exploited electrothermal coupling to capture Trojan-induced thermal perturbations without modifying the protected
circuit or requiring a dedicated power monitor.

o Achieved 95% detection accuracy across a 50 kHz-8 MHz operating-frequency range, with 6.65x higher detection
SNR and 25% higher accuracy than a power side-channel baseline.

Unsupervised Deep Learning-based Side-Channel Attacks

o Broadened the study of hardware information leakage from IMC query outputs to cross-device and cross-modality
side channels, under the realistic constraint that target traces are unlabeled.

o Developed the Unsupervised Transfer Learning Attack (UTLA), which freezes a source classifier while training a target-
specific encoder with Maximum Mean Discrepancy regularization to align source and target feature distributions.

o Demonstrated key recovery across an FPGA-to-microcontroller transfer using 61 traces, power-to-cache-timing
transfer using 435 traces, and masked/shuffled AES implementations using 1519 traces.

o Showed that public side-channel datasets can become effective attack resources against previously unseen devices
implementing the same cryptographic algorithm.

Security Vulnerabilities of Resistive IMCs

o Extended the measured SNDR framework from efficiency and accuracy to security, testing whether analog noise
intrinsically protects eNVM IMCs from model extraction attacks (MEASs).

o Developed a circuit-aware statistical framework and three query-based MEAs, basis vector, least squares, and stochas-
tic gradient descent, that exploit the input-output statistics of noisy IMC computation.

o Applied the attacks to a 22 nm MRAM IMC prototype and recovered the final-layer weights of ResNet-20 with sufficient
fidelity to achieve CIFAR-10 accuracy within 0.1% of a fixed-point baseline, despite a bank-level SNDR of 4.18 dB.

o Quantified energy-accuracy-security trade-offs across MRAM, ReRAM, and FeFET IMCs: lower-SNDR, lower-energy
operation improves MEA resilience, while higher conductance contrast can increase vulnerability.

SEC-enabled MRAM IMC

o Characterized the compute SNDR and the energy-accuracy trade-offs for a 22 nm MRAM IMC chip with dot-product
dimensions of 64 and 128.

o Developed offset-compensating current sensing to reduce static ADC-column mismatch and a task-agnostic statis-
tical error compensation (SEC) method to correct non-linearity caused by bit-line/source-line parasitics.

o Achieved a 2.7 dB-6 dB SNDR boost that can be exchanged for a 5x reduction in energy, with only 0.8% SEC energy
and 12.2% area overhead.

o Improved ResNet-20 accuracy on CIFAR-10 from 74.8% to 82.0% without network-specific noise-aware training,
linking bank-level compensation to application-level accuracy boosting.

Accuracy Modeling for Resistive IMCs

o Crossbar (ISCAS 2022): Developed statistical signal and noise models, validated against circuit simulationsin a
commercial 22 nm process, to quantify how ADC, device, and array non-idealities limit compute SNDR.

o Derived the accuracy-maximizing sensing resistance by balancing ADC clipping and quantization, and showed that
increasing Rog/ Ron provides diminishing returns once input-DAC mismatch and conductance variation dominate.

o Parallel-bar (JXCDC 2024): Built a silicon-validated behavioral model for a parallel-bar architecture spanning
MRAM, ReRAM, and FeFET devices, current sensing, and ADC non-idealities, using measurements from a 22 nm MRAM
IMC prototype.

o Identified the dominant noise regimes and an 18 dB-22 dB SNDR ceiling, then connected bank-level SNDR to
inference accuracy to guide device, circuit, and architecture selection and motivate accuracy enhancement.
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Benchmarking ML Accelerators

o Developed a compositional benchmarking framework that decomposes an IMC into its activation mapper, bit-cell
array, and output composer, and defines bit-normalized throughput, energy efficiency, and compute density.

o Curated and analyzed metrics from > 70 ML IC designs published at ISSCC, VLSI, and CICC since 2018, enabling
consistent comparisons among SRAM-, eNVM-, and eDRAM-based IMCs and digital accelerators.

o SRAM-based IMCs have higher energy efficiency (TOPS/W) and compute density (TOPS/mm?2) over digital accelerators
at the bank level, but the gap reduces dramatically at the processor level.

o Resistive IMCs currently lag behind SRAM IMCs and digital accelerators in both TOPS/W and TOPS/mm? due to their
low compute accuracy.

Industry and Research Internships

Research Intern, Texas Instruments, Kilby Labs, Dallas, USA, Summer

Supervised by: Dr. Mahesh Mehendale and Dr. Avishek Biswas

o NAND Flash-based IMC Design: Characterized NAND flash cell properties and designed sensing circuits for IMC operation.

o Behavioral Modeling of ADC in PyTorch: Analyzed the impact of ADC non-idealities on the DNN accuracy of IMC implementations
using PyTorch models.

Research Intern ‘W DAAD WISE Fellow, Technische Universitdt Berlin (TU Berlin), Berlin, Germany, Summer

Supervised by: Prof. Dr.-Ing. Friedel Gerfers

O SAR-ADC Digital Block Optimization: Reduced power consumption of a 10-bit, 100 MS/s SAR ADC digital block from 1.7 mW to 1.1
mW in 65nm TSMC technology through circuit- and logic-level optimizations.

o Low-Power Flip-Flop Study: Evaluated flip-flop architectures for power-delay trade-offs. Adopted transmission gate-based
pulsed flip-flops achieving 50% power reduction over conventional designs.

Research Intern, Semiconductor Laboratory, Dept. of Space, Govt. of India, Chandigarh, India, Summer

Supervised by: H. S. Jattana

O Two-Stage Op-Amp Design: Designed and characterized a two-stage op-amp (73 dB gain, 50 MHz bandwidth, 55° phase margin,
20 V/us slew rate) in 180nm CMOS.

o Clocked Comparator Design: Designed a latch-based clocked comparator (50.37 dB gain, 4.7 ns delay) at 100 MHz with 2.5 mW
power consumption.

Teaching

EECE 5699: Computer Hardware and System Security, Northeastern University, Co-Course Instructor
o Primary Instructor: Prof. Yunsi Fei

O Assisted in preparing homework and delivering lectures.

ECE 342: Electronics Circuits, University of lllinois at Urbana-Champaign, Teaching Assistant

O Instructors: Prof. Pavan K. Hanumolu and Prof. Chandrasekhar Radhakrishnan

O Assisted in homework and exam preparation,

O Held office hours, and assisted students in course material understanding and solving problems.

Mentoring

o Tianhong Xu: PhD Student, Northeastern University

o Yufei Wang: PhD Student, Northeastern University

o Thomas Gourousis: PhD Student, Northeastern University

o Han-Mo Ou: PhD Student, University of Illinois at Urbana-Champaign

o Kaining Zhou: PhD Student, University of Illinois at Urbana-Champaign

Technical Skills

Python (PyTorch), Verilog, Verilog-A, MATLAB, C
Cadence Virtuoso, Genus, Innovus, SPICE, Xilinx Vivado
KiCad (PCB design), PYNQ, Arduino, and Atmel AVR test boards
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s Seclected Graduate Coursework

Circuits Digital IC Design, Analog IC Design

Signal
Processing

Advanced DSP, Vector Space Signal Processing

Systems Random Processes, Detection and Estimation Theory, Machine Learning

Computer
Science

Computer Architecture, Advanced Computer Security, Hardware Security
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IEEE/ACM International Symposium on Computer Architecture (ISCA), 2026
IEEE/ACM International Symposium on Microarchitecture (MICRO), 2026
IEEE/ACM International Conference on Computer-Aided Design (ICCAD), 2026

IEEE Journal of Solid-State Circuits (JSSC)

IEEE Transactions on Very Large Scale Integration (VLSI) Systems (TVLSI)

IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems (TCAD)
IEEE Transactions on Circuits and Systems I: Regular Papers (TCAS-I)

IEEE Transactions on Circuits and Systems II: Express Briefs (TCAS-II)

IEEE Journal on Emerging and Selected Topics in Circuits and Systems (JETCAS)

ACM Transactions on Architecture and Code Optimization (TACO)

IEEE Transactions on Electron Devices (TED)

IEEE Design & Test (D&T)

IEEE International Symposium on Circuits and Systems (ISCAS)

ACM SIGSAC Conference on Computer and Communications Security (CCS)
ACM/IEEE Design Automation Conference (DAC)

Network and Distributed System Security Symposium (NDSS)

== Professional References

Prof. Yunsi Fei Prof. Naresh R. Shanbhag
Professor, Department of ECE Professor, Department of ECE
Northeastern University University of Illinois at Urbana-Champaign
y.fei@northeastern.edu shanbhag@illinois.edu
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